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restart
interfacg warnleve:0) : # Maple 12
with(RandomTools:
Encryption/Decryption worksheet
public:= proc(N); # random prime number; the public key
local i;
i:=0;
while not(isprimeg )) do #prime number 1< x <N-1
I := Generat¢ integer range 1.N — 1))
end do;
return i,
endproc:

invmod:= proc(p,®) # modular inverse using Maple's igcdex(). See Egad.

localgcd inv, x;
if ® > pthen gcd:= igcdeX p @, inv,y) endif;
if ® < pthen gcd:= igcdeX p @, X, inv') endif;
if (gcd # 1) then return Oendif; # if gcd(x,N)+1 return O
if (inv<O0) then inv:=inv+ ® endif;
# return positive integer; a positive mod inverse
return iny,
endproc:

Seven digit message to be encrypted

t := 8675309;

t:=8675309
Generate random (pseudorandom) prime numbens and q
randomize ) :

p = prevprimg Generaie integer range3000 .. 5000) );
g := nextprimé¢ Generate integer range3000 .. 5000) );

p:=3391
g:=3079

The product of the random numbers p ahq

N:=p-q
N := 10440889

The product of the random numbers p-1 and g-1

®:=(p—1)(q—1);
@ :=10434420
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Random prime number 1 < x < N-1
gcd() =1

X := public( ®); # public key
'ged( x @) ' =iged( x @);

X:=6262933
ged(x @) =1 (5)

The modular inverse y is determined using Male's igcdex(); the Extended Euclidean algorithm.

y == invmod x®); #secret key
"X ymod® ' =x-y mod P;
‘ged( xy, @) ' =iged( xy, @) ;

Yy =72277
Xy mod ® =1
gcd( xy, @) =1 (6)
Generating the encrypted message
te:= () mod N;
te:= 4187871 (7)

Decrypting the message

td := (te)” mod N;
td := 8675309 8)



